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1. OVERVIEW 
On October 13, 2010, NERC issued an alert regarding AURORA.  This alert replaced the initial 
distribution of the ES-ISAC Advisory dated June 21, 2007 on AURORA.  This document describes 
OMU’s efforts to address vulnerabilities and to mitigate the AURORA threat.  This document is 
considered confidential and should not be distributed outside of OMU unless required by NERC, 
SERC, or other regulators. A public overview of AURORA can be found in appendix A. 

2. PROJECT TEAM 
Owensboro Municipal Utilities (OMU) assembled a team to assess AURORA susceptibility 
and/or develop AURORA mitigation recommendations.  The team consisted of the following: 
 
Tim Lyons, Director of Delivery 
Bill Berry, T&D Operations System Supervisor 
Barry Hardy, Delivery Operations Manager 
Austin McLimore, Delivery Engineering Manager 
Russ Evans, Production Technical Services Manager-ESS 
Joanne Stephens, System Support Specialist 
Production Plant Personnel  
Delivery Control Center Personnel 

3. CUSTOMER INQUIRIES 
As OMU receives customer inquiries regarding AURORA, OMU will first respond by providing 
the unclassified AURORA Overview document issued by the Department of Defense for public 
distribution.  This document is attached as Appendix A.  If desired, OMU will meet privately 
with concerned customers to discuss the potential impact of AURORA.   

4. EVALUATION/ASSESSMENT OVERVIEW 
The purpose of this report is to document the OMU efforts to evaluate, assess, and implement 
mitigation measures to address vulnerabilities related to AURORA.  The ultimate intent is to 
help ensure the reliability of the bulk power system.  The specific focus is to protect OMU 
equipment against AURORA as both a provider of electric power and as a consumer of power. 

5. PROTECTION & CONTROL ENGINEERING PRACTICES 
OMU utilizes Digital Protection and Control Devices (DPCD) on its transmission system.  This 
includes microprocessor relays and remote terminal devices (RTUs).  An evaluation/assessment 
and description of both of these types of devices is included below. 
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MICROPROCESSOR RELAYS  

OMU Delivery and Elmer Smith Station (ESS) Production departments maintain a list of all 
microprocessor relays used on OMU’s transmission system.  This list will be reviewed as part of the 
CIP-002 review process. 

In addition, all OMU transmission elements employ sync-check devices to ensure synchronism 
prior to the closing of transmission facilities.  These sync-check devices cannot be accessed or 
disabled remotely.  Consequently, OMU owned microprocessor relays are not expected to impact 
any high-value electrical rotating equipment.   

Since no high-value electric rotating machines are at risk, no additional security measures are 
required for these devices at this time.  However, as electromechanical protection and control 
devices are replaced with DCPDs, security measures for DCPDs will be reviewed and enhanced as 
necessary to protect generation and transmission systems. 

RTUs 

No high-value rotating equipment security risk is associated with these RTUs. 

No additional protection system security measures have been identified as necessary due to 
AURORA. 

6. ELECTRONIC AND PHYSICAL SECURITY MITIGATION MEASURES 
Evaluations/assessments of both physical and electronic security have been completed. The results 
are described below. 

PHYSICAL SECURITY 

OMU generating units are connected to the ESS switchyard located on the ESS plant property.  
To gain physical access to the ESS switchyard, an individual must check-in with a guard at a 
gatehouse. In addition, the ESS switchyard and all OMU operated substations are fenced with 
locked gates.  The control buildings at the ESS switchyard and all OMU operated substations are 
locked.  
 
The OMU Delivery Center (which contains the primary control center and primary SCADA 
servers) and the OMU Cavin Water Plant (which contains the back-up control center and 
backup SCADA servers) are locked at all times requiring key cards for entry.   
 
No additional physical security measures have been identified as necessary due to AURORA. 
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ELECTRONIC SECURITY 

OMU utilized its CIP-002 assessment methodology to identify and evaluate the value and 
vulnerability of its cyber assets.  Electronic access points to OMU’s SCADA system and ESS cyber 
assets are secured behind firewalls.  Log-in requires authentication and is monitored. 
 
No additional electronic security measures have been identified as necessary due to AURORA. 

7. ONGOING MITIGATION EFFORTS 
No additional mitigation efforts have been identified as necessary due to AURORA.  OMU will 
continue to review AURORA documentation and NERC recommendations as they become 
available to determine if additional actions will be necessary in the future.  This mitigation plan 
will be reviewed annually within 90 days of January 1. 

8. DOCUMENT APPROVAL TASK LIST 

Document Task List 
1. Review the Aurora Mitigation Plan and update if necessary. 
2. Verify that the unclassified Aurora Overview document is posted to OMU’s website. 
3. File approved Aurora Mitigation Plan in the T&D Operations System Supervisor’s office. 

9. REVISION HISTORY 

 
 
 

 

 

 

Review & Revision History 
Version Effective Date Action 

5 01-15-2013 Added cover pages.  Annual review and approval. 

6 01-01-2014 Annual review and approval. 

7 01-01-2015 
Annual review and approval.  Changed “T&D” to “Delivery”.  Updated 
titles. 

8 01-01-2016 Annual review. 

9 12-01-2016 Annual review. 

10 01-01-2018 

Annual review.  Removed statement indicating that OMU SCADA and 
communication networks are separate and operated independently.  
Changed review frequency to “As Needed”. 
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Appendix A:  
AURORA Overview document provided by the Department 

of Defense
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